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BUSINESS PROTECTION POLICY GROUP
‘WHAT IF’ QUESTIONS

People Subgroup

· Losing a key player through death/injury – How do we compensate for this loss? Can anyone else fill the role? Who has the required knowledge and skills?
· Assets taken (intellectual/material) – What measures have been taken to prevent this? What timescales to replace items taken and subsequent impact? 
· Litigation – Do we have and do we use Health& Safety and/or legal advice when required? Are we aware of our duties of care? Are we sufficiently insured?
· Serious illness – Whether a ‘pandemic’ type situation or more localised – can we cope with losing a number of staff members? Do we have contingency? (On-call/temp staff) Absence management policies?
· Diversity issues – Are staff/managers aware of our diversity policy? Is there one? Is there procedure in place to deal with complaints from either external or internal sources?
· Wellbeing-Do we have a clear health & safety policy with supporting guidelines? Do we know our responsibility? Does one person co-ordinate this? Do we promote a healthy and safe workplace?
· Bullying- Are there reporting procedures, perhaps confidential? Is there a robust policy for tackling this issue? Are staff aware of this policy? Is counselling available to staff?
· Skills audit – Is there a skills gap? Do we have training needs? How are these identified? How do we monitor this on an ongoing basis? Do we encourage staff development? 
· Transport issues – What regular transport services do we use? Will strikes or weather impact on this in terms of suppliers/delivering goods? Can staff get to work? Fuel shortages?
· Industrial action- Strikes directly affecting your company i.e. workers unions or actions affecting transport/suppliers etc - what is our contingency?
· Recruitment issues- Do we have robust recruitment and vetting procedures? Do we take up references? IS there a reason for high staff turnover?
Physical Security Subgroup
· Fire/Flooding/loss of premises Have we taken precautions to minimise the risk from such hazards? If our premises are compromised is our data stored elsewhere? Can we occupy alternate premises if necessary? Can we survive extended absence from our premises? Are we adequately insured? Have we had recent fire service survey? (Fire safety assessment) Do the activities of our neighbours present a risk to us?
· Loss of data-Are our systems backed up? Is the information held elsewhere (hard copy)? Do we have administrative controls and passwords? Do we prevent the use of unauthorised software or restrict the use of USB ports? Do we hold confidential information on behalf of clients? Do we need to demonstrate how this information is secured?
· Communication issues – What happens if we lose landline/mobile communications networks? Broadband connection fails? Do we have alternate means – pagers/radios where appropriate? How do we contact staff if this is the result of emergency situation? 
· Kidnap threat – Who is at risk within the organisation? Do we have established procedures for entering and securing premises? Are they adhered to? Are visitors identified and or signed in?
· Employers and Public liability – Do we understand our duty-of-care? Are we adequately insured? Where are the risks?
· Failure of general utilities – How long before we can no longer operate? Do we have backup (generators etc)? Are we compensated by utility companies for loss of business? Consideration to staff and customer welfare. Impact of fuel shortage? Failures elsewhere may have an impact – i.e. banking systems.
· Failure to maintain building- Do we budget for this? Is our building secure? Does our exterior environment attract customers or crime? Are regular checks made on safety of equipment/appliances? (Including statutory inspections/checks) What is our liability if not? 
· Unauthorised Access-What is the impact of unauthorised persons entering our site/building? Do we have to demonstrate a level of security to clients?
· Bomb threat – Are we aware and up-to-date with current threat levels? Do we have tried and tested search and evacuation or invacuation plans? Are staff aware of procedures to be followed in the event of a threat? 
· Loss of Stock-What is impact of loss of our on stock? Do we hold items of value to our employees/Clients?
Business Continuity/Disaster Recovery Subgroup

· Supply chain management – does key supplier have BC plan? Who are our critical suppliers? Do we know of alternatives should they fail? 
· Critical training – Who does what and goes where in the event of a critical event? In the event of an emergency who has access to the business continuity plan? Do they understand their responsibilities? Has the plan been tested?
· Reputation- What impact will how we cope or how we assist others have on our long term reputation? Can our recovery be turned into a positive example? This will be dependant on source of original problem – internal/external.
· Intellectual property theft – Can we be affected by counterfeiting or piracy? Do we have brand integrity? Where do the risks arise? Can we protect ourselves against possible sources of attack? 
· Solvency –Can we sustain loss of income due to catastrophic event? Can we afford expenditure to assist in our recovery? Do we budget for such eventualities/do we have a contingency fund?
· Financial planning – As above – Do we have proper control of monetary transactions and assets?
· Cost of not having a BC plan – For SME’s this can be disastrous for the long-term health of a company – can the business survive? Larger companies may face more minimal disruption – but will this impact of reputation/staff welfare/jobs?
· Risk – what can go wrong? –Ask the question ‘What is the worst that can happen?’ Have we considered physical disruption/loss of assets/ loss of staff and key-players?
· Change management

· Communications – What happens if we lose landline or mobile communications network? Do we then lose e-mail/broadband etc? Do we have hard copy data – contact details? How do we contact staff in an emergency? How do they contact us?
· Loss prevention – What measures have been taken or need to be taken to protect my assets? Have I considered Physical security/ theft/ Information security/staff welfare/internal procedures re fraud/theft/accounting?
WHAT IF? – CONTACTS/LINKS

PEOPLE SUBGROUP

Health & Safety - www.iosh.co.uk 

Workplace Safety - www.rospa.com/occupationalsafety
Health at work - www.healthyworkinglives.com
Commission for equality and human rights - www.equalityhumanrights.com 

Personal Safety - www.personalsafetyadvice.co.uk/safety-work-category.html
Organised Crime/Fraud/Money Laundering - www.soca.gov.uk
Violence at work - www.infoscotland.com/violenceatwork
Bullying at work - www.bullying.co.uk/adults/workplace
Weather - www.metoffice.gov.uk
PHYSICAL SECURITY

IT Security - www.getsafeonline.org
Internet Watch - www.iwf.org.uk
Flooding - www.scottishfloodforum.org
Physical Security - www.securedbydesign.com
Police - www.lbp.police.uk
Scottish Business Crime Centre - www.sbcc.org.uk
Crime Reduction - www.crimereduction.gov.uk/yourbusiness
Public Liability - www.businesslink.gov.uk 

Crimestoppers - www.crimestoppers-uk.org
Fire and Rescue Service - www.lothian.fire-uk.org
BUSINESS CONTINUITY /DISASTER RECOVERY

Scottish Continuity Group – www.scottishcontinuity.com 

UK Resilience - www.cabinetoffice.gov.uk/ukresilience
Contingency Plan - www.contingency-planning-disaster-recovery-guide.co.uk
National Security – www.nactso.gov.uk 

National Infrastructure/Security risks - www.cpni.gov.uk
Transport & Traffic - www.trafficscotland.org
Information Commissioner/Data Protection - www.ico.gov.uk
Emergency Planning -www.direct.gov.uk/governmentcitizenandrights/dealingwithemergencies
www.edinburgh.gov.uk/internet/environment/emergencies/emergency_planning 

Comunications – 

www.emergencyplanning.bt.com 

www.bbc.co.uk/connectinginacrisis
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